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@ LETTER FROM THE AUTHOR

Nick Bartlett

Financial Services
and Insurance Lead

FINANCIAL SERVICES & INSURANCE @

Transformation efforts need to happen now—before it’s too late.

The next decade will be make-or-break for companies in the financial services and insurance industry based on their ability

to harness the immense amount of data available to improve efficiency, personalization, and speed. While headlines focus on
the latest artificial intelligence breakthroughs, a more fundamental challenge looms larger: the capacity to build and maintain
the data and computing infrastructure necessary to support these advancements at an unprecedented scale. While many
companies have made strides in modernization, they’re moving too slowly compared to the rapid pace of technological change.
Current efforts, though commendable, risk falling short of the rapid advancements in the tech sector. By 2030, this industry
will face significant disruption from nontraditional competitors that are already integrating sophisticated financial and
insurance capabilities into their offerings. To maintain industry leadership, companies must accelerate digital transformation
efforts and embrace cutting-edge technologies more comprehensively.

The transformation needed in financial institutions isn’t just about upgrading systems; it demands a fundamental reimagining
of operational models that will determine their relevance in the evolving financial landscape. The industry faces significant
challenges—from the substantial computational demands of Al workloads to the widening skills gap in specialized
infrastructure management and growing data privacy concerns—yet these hurdles also present unprecedented opportunities.
Companies that successfully modernize their platforms with a focus on business strategy rather than technology alone stand
to gain improved customer experiences, enhanced data analytics capabilities, and greater regulatory agility. Building robust,
scalable, and secure computing infrastructures will help companies maintain a competitive advantage and control of their own
destiny in an increasingly digital financial world. The institutions that rise to the occasion will lead in Al adoption and actively
shape the future of finance, securing their place at the forefront of the industry’s next evolution.

Forward-thinking institutions that embrace comprehensive digital transformation now will be best positioned to lead as the
industry becomes evermore technology-driven. The future of financial services is being written today, and it will be defined by
those who take decisive, strategic action to modernize their operations and capabilities.
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@ TOP 5 THINGS YOU NEED TO KNOW

next year.

Al Governance
Is a Strategic
Imperative

The NAIC’s Al model
bulletin, adopted by 21
states, signals intensifying
regulatory scrutiny of Al

in financial services and
calls for robust governance
frameworks.

FTSG

Quantum
Computing Will
Revolutionize
Future Risk
Modeling

Banks like Citi are already
experimenting with quantum
computing for portfolio
optimization and fraud
detection, heralding a new

era in financial management.

Digital Identity
Is the New
Battleground for
Data Security

With digital wallets
projected to reach 5.2 billion
users by 2026, securing
digital identities becomes
crucial in preventing fraud
and protecting sensitive
financial data.

FINANCIAL SERVICES & INSURANCE @

Regulatory adaptation and scrutiny will underscore transformative efforts over the

Climate
Change Is
Redefining Risk
Management

Swiss Re estimates that
climate risks could reduce
global GDP by 11%-14% by
2050, forcing insurers and
banks to radically rethink
their risk assessment
models.

Instant
Payments Are
Accelerating
Disruption of
Legacy Systems

The EU’s mandate for instant
payments and the success
of Brazil’s Pix system are
driving global adoption

of real-time payment
infrastructure.
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@ STATE OF PLAY

A perfect storm of forces are
rapidly reshaping financial
services and insurance.

FINANCIAL SERVICES & INSURANCE @

The financial services industry is undergoing a profound transformation, marked by forces that
create both extraordinary opportunities and systemic risks. Al has evolved from theoretical
applications to become foundational technology, now powering core operations, from underwriting
and fraud detection to customer service and risk modeling. However, its rapid deployment across the
industry requires robust governance frameworks to prevent bias and ensure equitable outcomes.

Real-time interactions have become the baseline expectation across financial services. Instant
payments, driven by regulatory mandates and consumer demand, are positioned to replace
legacy systems. This shift creates a hyperefficient transactional landscape while introducing new
vulnerabilities that call for sophisticated security measures. Similarly, digital identity has evolved
beyond basic authentication into a complex ecosystem of personal data and financial credentials,
magnifying the importance of data privacy and cybersecurity.

The insurance sector faces mounting challenges as climate-related disasters increase in frequency
and severity, necessitating new risk models and coverage strategies to address escalating losses
and maintain long-term solvency. Simultaneously, widespread digitalization exposes institutions to
increasingly sophisticated cyberthreats, and they’ll need to shift from reactive security to proactive,
intelligence-driven defense architectures.

The decisions made in this period of transformation will shape not only individual institutions but
the stability and inclusivity of the entire financial ecosystem. This convergence of technological

advancement, changing consumer expectations, and emerging risks defines the current state of
financial services and sets the stage for its evolution.
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@ KEY EVENTS - PAST FINANCIAL SERVICES & INSURANCE @

MAY 2024 SEPTEMBER 2024 DECEMBER 2024

The Fintech Open Source Foundation’s Chase introduces the Al assistant LLM By the end of 2024, 21 states had
new task force is developing a governance Suite to more than 140,000 employees, adopted the NAIC’s Model Bulletin on
framework for safe Al implementation. just one piece of a broader Al strategy. the Use of Al Systems by Insurers.

« PAST
JULY 2024 OCTOBER 2024
The guidance regulates NY-based The new endorsement to AXA XL’s
companies in their use of artificial cyber policies covers data poisoning,
intelligence in insurance underwriting usage rights infringement, and

and pricing. regulatory violations.




@ KEY EVENTS - FUTURE

FINANCIAL SERVICES & INSURANCE @

Q1-Q2 2025 Q2—-Q3 2025 Q4 2025—Q1 2026
Following a successful acquisition, Capital The Trump administration has promised Trump’s fintech venture Truth.Fi recently
One plans to move its cardholders over to deregulation, and the industry is gearing announced plans to offer customized ETFs
the Discover network. up for streamlined deal approvals. and cryptocurrency products in the future.
A
4
Q2 2025 Q2—-Q4 2025

With Donald Trump in and Michael Barr
out, the Fed’s Basel lll regulations are in
limbo, potentially easing banks’ capital
requirements.

As insurers reel from wildfire losses
earlier in the year, watch for policy

and coverage changes.



@ WHY FINANCIAL SERVICES & INSURANCE TRENDS MATTER TO YOUR ORGANIZATION

Hyper-Personalized Risk Ecosystems

Al-driven data modeling will transform risk assessment by creating dynamic,
individualized financial profiles that transcend traditional credit scoring, enabling
institutions to make nuanced decisions based on holistic, real-time behavioral
insights and alternative data streams.

Programmable Value Networks

Cryptocurrency and open banking could plausibly converge to create fluid,
borderless financial ecosystems where value transfer becomes instantaneous,
programmable, and decentralized, fundamentally reimagining how capital moves
across global economic landscapes.

Autonomous Compliance Engines

Advanced Al and blockchain technologies will create self-regulating compliance
mechanisms that dynamically adapt to evolving regulatory landscapes, reducing
human error and transforming risk management from a reactive to a predictive
discipline.

FTSG
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Parametric Risk Intelligence

Al-powered parametric insurance models will revolutionize risk transfer by
enabling instantaneous, algorithmically triggered protection mechanisms
that respond to predefined environmental, technological, and economic
parameters with unprecedented precision.

Frictionless Identity Economics

Digital identity technologies will emerge as the foundational infrastructure for
a new economic paradigm, where authentication becomes seamless, privacy-
preserving, and cryptographically secure across financial, governmental, and
commercial interactions.

Cyber Resilience Architectures

Emerging cyber risk mitigation strategies will transform from defensive
postures to proactive, intelligence-driven ecosystems that anticipate,
neutralize, and learn from potential threats through advanced machine
learning and predictive analytics.
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@ PIONEERS AND POWER PLAYERS

Andrew Mais,
Connecticut’s insurance
commissioner, for his work on the
potential of Al and the importance of
regulatory compliance.

Brian Collins, executive
director of the Earth Fire
Alliance, for his organization’s work
to build a satellite constellation
focused specifically on fire, ushering
in a new era of fire monitoring.

Dave Jones, director of
the Climate Risk Initiative

at University of California,
Berkeley, for his founding of the
Sustainable Insurance Forum and
forward-thinking work on climate
impacts to insurance.
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Giinther Thallinger, board
member of Allianz SE and chair
of the UN Net-Zero Asset Owner
Alliance, for his work leading
sustainable finance initiatives and
aligning global investment portfolios
with net-zero goals.

Dr. Henna Karna, Harvard

fellow and formerly from Google,

AXA, AIG, and Verisk, for her work
on the impact of Al on the insurance
workforce, including the need for Al
literacy and talent development.

Dr. Marco Pistoia, head
of Global Technology Applied
Research at JPMorgan Chase,
for his research in the application
of quantum, blockchain, and other
technologies in the field of financial
services.

Rafael Forte Araijo
Cavalcanti, svP data,
analytics and Al at Bradesco,
for his work developing generative
Al use cases for banking in the
Bradesco Artificial Intelligence Lab.

Dr. Robert Hartwig,
director, Risk and Uncertainty
Management Center, and
clinical associate professor at
University of South Carolina, for
his ongoing thought leadership and
research on the insurance market.

Rose Goslinga, co-founder
and CEO of Pula, for her work
pioneering climate insurance and
risk management solutions for
smallholder farmers in emerging
markets.
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Ryan Bank, founder and
global managing director

of the Geospatial Insurance
Consortium, for his work
broadening aerial imagery for the
insurance sector.

Serge Beck, CEO and
founder of Omniwire, for his work
to develop more secure financial
systems for consumers.

Sopnendu Mohanty,
chief fintech officer of the
Monetary Authority of
Singapore, for his work driving
fintech innovation and regulatory
frameworks that foster digital
finance and insurtech.
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@ OPPORTUNITIES AND THREATS

Advancing technology will drive increased
revenues and decreased expenses...

OPPORTUNITIES

Ecosystem Orchestration

Open banking can help institutions
integrate diverse services and create
value-added ecosystems. Through
cross-sector partnerships, banks can
enhance engagement and generate
new revenue.

Behavioral Economics Integration

Al-driven insights will enable firms

to nudge customers toward better
decisions. By analyzing patterns

in spending, saving, and investing,
institutions can design personalized
offerings that improve financial health
while fostering stronger customer
relationships.

FTSG

Embedded Finance Proliferation

Financial services are seamlessly
integrating into nonfinancial
platforms. These strategic
partnerships allow firms to offer

new products to new customers,
securing relevance in an increasingly
platform-driven economy.

Regulatory Technology
(RegTech) Leadership

Firms pioneering Al-driven
compliance solutions will gain

a competitive advantage. By
developing sophisticated RegTech
capabilities, they can automate
compliance processes, predict
regulatory changes, and proactively
manage risk.

...but firms must navigate rapidly evolving
digital and compliance risks.

THREATS

Data Sovereignty Challenges

The proliferation of localized data
laws may complicate cross-border
services and data management
strategies. Institutions must

steer through a complex web of
regulations that potentially require
duplicative infrastructure and
increasing operational costs.

Quantum Computing Encryption

Quantum advancements could render
current cryptographic methods
obsolete, necessitating rapid and
costly security overhauls. Institutions
face the task of quantum-proofing
their entire digital infrastructure to
prevent unprecedented security risks
and maintain customer trust.

Digital Identity Monopolies

Tech giants may dominate digital
identity verification, marginalizing
traditional financial institutions

in customer relationships. As

these platforms become primary
gatekeepers of identity, banks and
insurers risk losing direct customer
engagement and valuable insights.

Climate Liability Exposure

Insurers face potential litigation for
underestimating climate risks that
could lead to unforeseen liabilities
and reputational damage. As climate-
related events intensify, insurers
may be held accountable, resulting in
financial losses, regulatory scrutiny,
and erosion of public trust.
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@ INVESTMENTS AND ACTIONS TO CONSIDER

ﬁr;

Implement solutions,
such as blockchain-
based capabilities,

for smart contracts,
instant payments, and
secure digital identity
verification. This will
streamline operations,
reduce fraud, and
enable new business
models in areas such as
parametric insurance
and decentralized
finance.

it Technol 5]
[f Tectnotosy 8
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Capital

Expenditure

*

Establish comprehensive
digital literacy programs
and data science
training initiatives

for existing staff,

while also recruiting
specialists in emerging
fields like climate risk
modeling and behavioral
economics to ensure the
workforce can leverage
new technologies
effectively.

* Talent
Development

Proactively engage with
regulators to shape
policies around open
banking, data privacy,
and digital currencies.
By participating in
regulatory sandboxes
and industry working
groups, companies can
help create a balanced
regulatory environment
that fosters innovation
while protecting
consumers.

Y
B=| Regulatory

t=) Influence

=

Allocate significant
resources to develop
a robust cybersecurity
infrastructure,
including advanced

encryption capabilities.

This investment will
safeguard against
evolving cyberthreats,
protect sensitive
customer data, and
maintain trust in an
increasingly digital
financial ecosystem.

FINANCIAL SERVICES & INSURANCE @

The right strategies will guide financial leaders through the emerging landscape.

.ﬂjﬁ.

Develop integrated
platforms that leverage
open banking APIs

and alternative data
sources for enhanced
credit scoring and

risk assessment.

This will enable more
accurate underwriting,
personalized product
offerings, and improved
access to financial
services for a broader
market.

=

Invest in climate risk
modeling tools and
sustainable finance
initiatives. This will
help insurers better
assess and price
climate-related risks,
while enabling financial
institutions to develop
innovative green
financial products
that align with global
sustainability goals.
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BUILDING BLOCKS
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12TH YEAR ON THE LIST

DIGITAL IDENTITY

Digital identity is evolving rapidly,
driven by increased digital
interactions, regulations, and
technological advancements.

By 2026, a significant
transformation in how individuals
control and protect their digital
identities will reshape security,
privacy, and accessibility.

HOW IT WORKS

Digital identity is the unique representation of an individu-
al, organization, or device in the digital space. It comprises
identifiable attributes like usernames, passwords, biomet-
ric data, and other personal information for online inter-
actions and transactions. The concept of digital identity
has existed since the early days of the internet, but its
significance has dramatically increased as our lives have
become more digitally integrated.

Creating and managing digital identities involves complex
systems that collect, verify, and store personal data. For
example, when setting up a new online account, a user
provides information such as an email address, password,
and sometimes biometric data like fingerprints or facial
recognition. The service provider then authenticates this
data, to create a digital identity profile.

Increasingly, governments are also exploring digital iden-
tities. Last year, Australia’s Parliament passed the Digi-

tal ID Bill 2024; it lays the groundwork for a nationwide
digital identity system that allows financial institutions
and service providers to integrate with the government’s
Digital ID platform, enhancing security and convenience
for users. Similarly, the US Department of Commerce’s Na-
tional Institute of Standards and Technology is working to
adapt digital identity guidelines to support public benefits
programs.

FINANCIAL SERVICES & INSURANCE

WHY IT MATTERS

Adopting digital identity systems offers vital benefits,
including fraud prevention and improved security for
personal information. As seen with Australia’s new law, the
systems can be regulated to protect users by ensuring that
only accredited service providers can handle digital identi-
ties, thereby reducing the risk of fraud and identity theft.

Another critical aspect is accessibility. Digital identity
systems can provide official documentation to individuals
who previously lacked it, such as refugees or people
living in remote areas, improving their access to essential
services. This is particularly evident in initiatives like those
supported by the UN Refugee Agency, which integrates
refugees into national identification systems across
several African nations.

Digital identity also offers individuals greater control over
their personal information. For instance, Japan’s major
banks are working on a digital identity solution that allows
users to store their data on their mobile devices securely,
giving them complete control over their information. But
the widespread adoption of digital identities also presents
challenges. As more personal information is stored online,
the potential for breaches increases, necessitating robust
security measures and requiring a delicate balance
between convenience and privacy.
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7TH YEAR ON THE LIST

SCALING CRYPTO-
CURRENCIES

WHAT IT IS

Regulatory approval of
cryptocurrency products like
Bitcoin ETFs is transforming the
market by bringing digital assets
into the realm of traditional
finance. This shift is fostering
broader adoption, institutional
engagement, and a more stable
market environment.

HOW IT WORKS

In 2024, the cryptocurrency market underwent a signifi-
cant transformation driven by regulatory advancements
and institutional integration. One of the most impactful
developments was the US Securities and Exchange Com-
mission’s approval of Bitcoin exchange-traded funds.
These ETFs allow investors to purchase shares in a fund
that holds Bitcoin and trades on regulated exchanges like
Nasdaqg, marking the first time cryptocurrencies have been
brought under the same regulatory umbrella as other fi-
nancial instruments. Soon after, the UK’s Financial Conduct
Authority approved crypto-backed exchange-traded notes
for professional investors. The introduction of Bitcoin ETFs
represents a broader trend toward the institutionalization
of cryptocurrencies, but as of January, the US stopped
short on full institutionalization after the incoming adminis-
tration promptly banned a US CBDC (or digital dollar).

Major financial institutions and payment processors are
increasingly offering cryptocurrency services, further
embedding digital assets into the traditional financial sys-
tem. For instance, Stripe, a leading fintech company, has
reentered the cryptocurrency space by allowing merchants
to accept payments in stablecoins like USDC on multiple
blockchains. This is the first time Stripe has accepted
cryptocurrencies since 2018. This move signifies a shift in
the perception of digital currencies, recognizing them as
viable means of everyday transactions rather than merely
speculative assets.

FINANCIAL SERVICES & INSURANCE

WHY IT MATTERS

As regulatory frameworks solidify, the cryptocurrency
market is becoming more accessible and less volatile,
attracting a more diverse and risk-averse investor base. The
approval of Bitcoin ETFs and the increasing integration of
cryptocurrencies into traditional financial services mark the
beginning of a new era for digital assets. These regulatory
developments legitimize cryptocurrencies and pave the
way for more institutional investment, which is crucial for
the market’s long-term stability and growth.

However, the move toward greater regulation also brings
new challenges. As governments and regulatory bodies like
the SEC continue to develop and enforce cryptocurrency
regulations, the industry will need to adapt to new
compliance standards. This could include stricter Know
Your Customer and Anti-Money Laundering requirements,
which may increase operational costs for crypto exchanges
and other service providers. Another challenge will likely
be a more fragmented and complex global regulatory
environment as more countries follow US efforts to
regulate digital assets.

For businesses, the implications are profound. Companies
that can navigate this evolving regulatory landscape will
be well-positioned to capitalize on the growing acceptance
of cryptocurrencies. On the other hand, those that fail to
comply with new regulations could face significant legal
and financial repercussions.
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3RD YEAR ON THE LIST

OPEN BANKING

WHAT IT IS

In 2024, US banks faced a turning
point when the Consumer
Financial Protection Bureau
(CFPB) advanced its rule on
“personal financial data rights,”
pushing them to adopt open
banking or risk losing ground. The
rapid integration of open banking
APls is now critical for staying
competitive.

HOW IT WORKS

Open banking has been driven by mandates like the Euro-
pean Union’s second Payment Services Directive (PSD?2)
and the UK’s Open Banking Standard. The CFPB advanced
similar regulations under its 2024 rule mandating the se-
cure sharing of consumer financial data.

Key players continue to expand, enabling a new generation
of services. Plaid connects with more than 11,000 financial
institutions, allowing applications like Venmo, Robinhood,
and Coinbase to securely access and use financial data

to offer seamless digital financial services. Stripe also
launched a new open banking-powered payment method,
“Pay by Bank,” in the UK so that businesses can accept
bank-to-bank payments without the need for credit cards,
as a more secure and cost-effective payment option. Sim-
ilarly, Klarna, a Swedish payments fintech company, has
introduced open banking-powered settlement services in
Europe for users to make direct payments from their bank
accounts rather than use traditional payment cards.

For small and medium-size enterprises, open banking
enables better cash flow management through real-time
access to financial data and integration with accounting
software. This streamlining allows businesses to make
informed financial decisions, optimize working capital, and
reduce the cost of financial operations.

FINANCIAL SERVICES & INSURANCE @

WHY IT MATTERS

The competitive landscape is rapidly shifting as fintech
companies and new market entrants leverage open bank-
ing to introduce innovative financial solutions that directly
challenge traditional players. For example, Revolut and
Monzo, two digital-only banks, have capitalized on open
banking to offer services like budgeting tools, real-time
spending notifications, and no-fee foreign transactions.
Traditional banks and insurance companies must adapt by
forming partnerships with these agile fintechs or develop-
ing their own competitive offerings. By integrating open
banking solutions, they can expand their service portfolio,
reach new customer segments, and capture a larger mar-
ket share.

Operational efficiency and compliance are also crucial
considerations. Open banking enables seamless integra-
tion across various financial platforms, reducing the need
for manual processes and minimizing the risk of human
error. This integration can lead to significant cost savings,
particularly in areas like payment processing and customer
onboarding.

As regulatory frameworks become more stringent, finan-
cial institutions that are proactive in adopting secure and
compliant open banking practices will mitigate regulatory
risks and avoid potential fines. Additionally, the enhanced
data visibility provided by open banking can improve fraud
detection capabilities, allowing institutions to better pro-
tect their customers and reduce the risk of financial loss.
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2ND YEAR ON THE LIST

Al-ASSISTED DATA
MODELING

WHAT IT IS

Al-assisted data modeling is
transforming industries like
finance and insurance by
enhancing risk management,
fraud detection, and decision-
making. Major players like Visa
and Lemonade are leveraging Al
to improve operational efficiency,
reduce fraud, and drive
competitive advantage.

HOW IT WORKS

Al-assisted data modeling utilizes artificial intelligence to
analyze vast amounts of data, uncover patterns, and make
predictions that inform business decisions. This technology
has significant applications in industries like finance and
insurance, where companies deal with large volumes of
complex data.

Visa integrated Al into its fraud detection systems, using a
range of Al-powered tools to assess transaction risks in real
time. These tools analyze data from multiple sources, apply
machine learning models to detect anomalies, and assign
risk scores to each transaction. Similarly, digital insurance
company Lemonade has developed a suite of Al models,
including a composite Al called LTV, which aggregates in-
sights from 50 different machine learning models to predict
the lifetime value of each customer. This allows Lemonade
to make more informed decisions about customer acquisi-
tion and retention strategies, ultimately improving its loss
ratio—a key measure of an insurance company’s efficiency.

Al models in these contexts work by being trained on
historical data, learning from past transactions, and con-
tinuously updating their algorithms as new data becomes
available. These systems can then identify patterns that hu-
man analysts might miss, such as subtle shifts in customer
behavior or emerging fraud tactics. The Al’s ability to pro-
cess and analyze data at scale enables businesses to make
real-time decisions that improve efficiency and reduce risk.

FINANCIAL SERVICES & INSURANCE

WHY IT MATTERS

The integration of Al into data modeling represents a
significant shift in how industries manage risk and make
decisions. For financial services and insurance, where the
ability to accurately assess risk is crucial, Al provides a
competitive edge by enhancing the accuracy and speed of
decision-making processes. For instance, Al models can
predict the likelihood of fraud far more effectively than
traditional methods, making companies more proactive

in being able to prevent fraudulent transactions. This not
only saves money but also enhances customer trust and
satisfaction. These Al-assisted models can also improve
customer segmentation and personalized marketing, help-
ing companies to better target their services and improve
customer retention.

The impact of Al-assisted data modeling is profound,
especially as the technology continues to evolve. With Al,
companies can harness vast amounts of data to drive more
strategic decision-making, improve operational efficiency,
and maintain a competitive advantage in an increasingly da-
ta-driven world. But the adoption of Al also brings challeng-
es, such as the need for robust data governance and the
potential for new forms of cyberthreats. As Al models be-
come more sophisticated, the risk of adversarial attacks—
where bad actors manipulate Al systems—also increases.
Organizations must invest in securing their Al systems and
ensuring that they are transparent and accountable.
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By 2035, financial institutions and insurers have fully transitioned to digital-first operations.
Physical branches are obsolete, replaced by Al-powered virtual service hubs that handle
onboarding, claims, and transactions remotely. Biometric verification and video KYC (Know
Your Customer) protocols are standard, offering convenience and efficiency. However, these
advancements inadvertently create fertile ground for a new threat: hyper-realistic synthetic
identities. Generative Al has evolved to produce “Super Synthetic Identities,” blending stolen
personal data with Al-generated biometrics, deepfake videos, and fabricated behavioral
patterns. These identities are indistinguishable from real individuals, bypassing even the
most advanced verification systems. Fraudsters exploit this technology to secure loans, file
insurance claims, and conduct financial transactions on a massive scale.

For several years, the financial system is thrown into chaos as synthetic identity fraud spirals
out of control. Insurers face skyrocketing fraudulent claims supported by deepfake accident
footage and fabricated medical records, driving up loss ratios and premiums. Banks are
inundated with defaults on loans issued to nonexistent customers. Trust in the financial system
erodes as legitimate customers bear the cost of rising fraud. Regulators step in, mandating the
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SEAMLESS
INTERACTIONS
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6TH YEAR ON THE LIST

PROGRAMMABLE
MONEY

WHAT IT IS

Programmable payments are
transactions that execute
automatically based on
predefined conditions. Central
banks and financial institutions
are accelerating their adoption of
programmable money, enabling
rule-based transactions that
enhance efficiency, security, and
financial inclusion.

HOW IT WORKS

Unlike traditional money, which often requires manual
intervention or third-party oversight, programmable money
enforces rules at the transaction level, ensuring funds are
used as intended without intermediaries.

India’s e-rupee, a blockchain-based central bank digital
currency (CBDC), is set to expand cross-border transac-
tions and programmable money applications in 2025. The
Reserve Bank of India (RBI) is working to integrate the
e-rupee with the Unified Payments Interface, potentially
driving mass adoption by linking it to India’s well-estab-
lished digital payment ecosystem. To enhance public
understanding and trust, the RBI held in-person CBDC
training sessions in New Delhi in February 2025. Globally,
other nations are also advancing programmable money
initiatives. The Bank of Thailand has introduced an en-
hanced regulatory sandbox, focusing first on programma-
ble payments. This lets financial institutions and fintech
companies test automated transactions under regulatory
oversight. In the private sector, the Digital Cash SDK 2.6
incorporates programmable money features like targeted
subsidies, real-time settlements, and compliance automa-
tion. This builds on existing systems such as India’s direct
benefit transfer program, which could use programmable
money to ensure subsidies—like food or fuel assistance—
are spent only on designated goods or services.

FINANCIAL SERVICES & INSURANCE @

WHY IT MATTERS

Programmable money could transform the industry by
reducing reliance on traditional banking systems while
enhancing speed, transparency, and security. Automated
payments governed by smart contracts ensure transac-
tions occur only when conditions are met. Governments and
businesses can use this for conditional payments like rent,
triggered by salary deposits, to ultimately cut errors and
delays while boosting efficiency.

This technology could also improve cross-border payments.
Programmable money enables instant settlements, ben-
efiting global commerce and remittances. Central banks
experimenting with CBDCs could link digital currencies
internationally to send money across borders seamlessly.

Programmable money would also advance regulatory
compliance and fraud prevention. government assistance
funds could be programmed to ensure intended use, while
automated anti-money laundering checks enhance trust
in digital systems. For businesses, including solo entre-
preneurs, programmable money unlocks new models like
dynamic pricing based on demand or inventory levels and
viable microtransactions due to lower costs.

In decentralized finance (DeFi), programmable money could
spur innovation by enabling tokenized assets and new invest-
ment mechanisms. Real-world assets like real estate could
be tokenized for easier transfers across borders. Financial in-
stitutions must adapt as smart contracts increasingly handle
loans and payments with minimal human intervention.
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4TH YEAR ON THE LIST

FRICTIONLESS
PAYMENTS

WHATIT IS

Frictionless payments remove
obstacles in the checkout
process, making transactions
seamless and nearly invisible.
From biometric authentication

to embedded payments, these
innovations enhance security and
improve customer experience.

HOW IT WORKS

Frictionless payments eliminate manual steps, reduce wait
times, and create seamless transactions. These payments
rely on advanced authentication, automation, and data-
driven personalization to function in the background.

Some of these systems rely on biometrics, authenticating
users through physical characteristics such as fingerprints
and facial recognition. Amazon One enables customers to
pay by scanning their palm, linking the biometric data to

a stored payment method. J.P. Morgan Payments piloted
biometric authentication at the Miami Grand Prix, where it
processed transactions in under a second, demonstrating
how this technology can streamline high-traffic events.

Other systems use embedded payments; these integrate
payment processing directly into an application or service,
so customers can make purchases without a separate
checkout step. Uber pioneered this model, where riders
complete transactions effortlessly without pulling out a
card or cash. Skipify and Synchrony recently introduced an
embedded payment system that autofills payment details,
recognizes cardholders, and enables instant access to
rewards. US Bank provides merchants with embedded pay-

ment software, making the purchasing process frictionless.

Al-driven fraud detection, tokenization, and biometric se-
curity measures ensure these payments remain secure. As
frictionless payments become more widespread, financial
institutions and retailers must balance convenience with
privacy and cybersecurity.

FINANCIAL SERVICES & INSURANCE

WHY IT MATTERS

Frictionless payments are reshaping customer expecta-
tions, leading consumers to increasingly demand effortless
transactions. Traditional banks face mounting pressure
from fintechs and tech giants offering mobile wallets,
contactless payments, and embedded finance. Businesses
failing to deliver seamless payment experiences risk losing
loyalty in competitive markets, where speed and ease are
key differentiators.

But the benefits of frictionless payments go beyond retain-
ing customers: They also generate valuable data to inform
risk assessments, personalize offerings, and enhance
marketing. For example, insurers can use payment data to
refine underwriting or develop tailored policies. These in-
novations boost efficiency by automating recurring trans-
actions like loan repayments or insurance premiums, re-
ducing costs and errors. Instant digital payouts for claims
or loans improve cash flow and customer satisfaction.

Security is critical, and many frictionless payments inte-
grate advanced methods like biometrics and Al-driven
fraud detection to mitigate risks while maintaining seam-
less experiences. Real-time, cross-border transactions fur-
ther disrupt traditional models, with open banking enabling
faster transfers at lower costs. An institution adopting fric-
tionless payments signals innovation and security, building
trust, optimizing operations, and positioning the company
for growth in an evolving financial landscape.
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4TH YEAR ON THE LIST

INSTANT
PAYMENTS

WHATIT IS

Instant payments are becoming

a regulatory requirement and
competitive necessity worldwide.
While adoption grows, challenges
around legacy infrastructure,
interoperability, and compliance
remain. The next five years will
define winners and laggards in
real-time payments.

HOW IT WORKS

Instant payments allow funds to be transferred between
accounts in real time, making them available immediate-
ly, 24/7. Unlike traditional bank transfers, which can take
hours or even days to clear, instant payments are pro-
cessed within seconds. These transactions typically rely
on real-time payment rails—such as the EU’s SEPA Instant
Credit Transfer, the US’s FedNow and RTP networks, or
Brazil's Pix. However, interoperability challenges persist,
with no standardized verification system.

In Europe, the Instant Payments Regulation (IPR) man-
dates that by 2025, all EU payment service providers
(PSPs) must be able to send and receive instant payments,
with staggered deadlines for non-EU and nonbank PSPs
through 2027. Compliance requires banks to process
transactions at scale, verify payee details, and conduct
real-time sanction screening. In the US, there’s a rapid
growth in demand for instant payments, with the amount
of money transferred this way expected to surpass S58
trillion by 2028. Yet, adoption is slow—only a fraction of
US banks are onboard with RTP or FedNow, and less than
1% use both. Other global markets offer valuable lessons.
Brazil's Pix, launched in 2020, now processes more than 36
billion transactions annually, demonstrating the potential
for mass adoption. Canada’s Real-Time Rail (RTR) system
is set to launch by 2026, positioning the country to learn
from earlier adopters and implement a modernized, scal-
able solution.

FINANCIAL SERVICES & INSURANCE @

WHY IT MATTERS

As real-time payments become the norm, businesses and
banks will need to adapt to faster transaction speeds, new
compliance requirements, and shifting revenue models. For
banks, this is both an opportunity and a challenge. On one
hand, instant payments provide a competitive edge, reducing
settlement risks and improving customer satisfaction. On the
other, legacy infrastructure, processing speed limitations,
and regulatory compliance create significant barriers. Of the
banks currently capable of instant payments, only 10% can
process more than 300 transactions per second. This may
not be enough once corporations start using instant pay-
ments for mass disbursements like payroll and pensions.

Regulation is pushing banks to accelerate adoption. The
EU’s IPR mandates instant payments, forcing PSPs to
enhance their systems despite interoperability concerns.
Meanwhile, in the US, growing demand could eventually
pressure more banks to join RTP or FedNow. However, there
is a long road ahead: Out of more than 4,500 institutions,
only 570 banks are on RTP and 700 are on FedNow.

Fintechs and digital banks have a major opportunity to gain
market share. Without the constraints of legacy systems,
they can move faster than traditional banks in offering
seamless instant payment solutions. The rapid adoption of
Pix in Brazil and the forthcoming RTR in Canada suggest
that instant payments will soon be the global standard.
Those that fail to adapt will risk losing customers and rele-
vance in the financial ecosystem.
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The shift towards instant
and faster payments has
been gathering pace...

| believe that 2024

will be the year when
instant payments... truly
enter the mainstream
consciousness across
Europe.

Lena Hackeloer, CEO & Founder of Brite Payments




3RD YEAR ON THE LIST

DIGITAL WALLETS

WHAT IT IS

Digital wallets are evolving
beyond payments, integrating
identity verification, biometric
authentication, and flexible
spending options. Innovations
from Visa, Apple, and the EU
are expanding digital wallet
functionality, making them
central to personal finance.

HOW IT WORKS

Over the past year, digital wallets have advanced beyond
simple payment tools to multifunctional platforms. Visa’'s
Flexible Credential gives users control over their trans-
actions, allowing them to switch between debit; credit;
Buy Now, Pay Later (BNPL); or rewards points within a
single card. Meanwhile, its Tap to Everything is expanding
NFC-based interactions, enabling seamless peer-to-peer
payments, secure authentication, and faster onboarding of
new cards.

Security and fraud prevention are also becoming more
sophisticated. The Visa Payment Passkey Service, built on
Fast Identity Online (FIDO) standards, replaces passwords
and one-time codes with biometric authentication for a
more secure and frictionless payment experience. Apple’s
iOS 18 Wallet update introduces new Apple Pay features,
including reward redemption, installment payments,

and Tap to Cash, which enables instant money transfers
between iPhones. Additionally, Apple Wallet is expanding
digital ID support across multiple US states.

On a broader scale, governments are integrating digital wal-
lets into public infrastructure. The European Digital Identity
Wallet, now in development, will hold a variety of personal
documents—including payment methods, travel credentials,
and medical records—allowing EU citizens to securely store
and share their verified identity across the bloc.

FINANCIAL SERVICES & INSURANCE @

WHY IT MATTERS

As digital wallets integrate more functions, they are be-
coming the de facto financial hub for consumers, offering
unparalleled convenience. This shift has significant impli-
cations for financial service providers. Banks and payment
processors must adapt to consumer demand for seamless,
multi-modal transactions, as evidenced by Visa’'s Flexible
Credential. BNPL services, loyalty programs, and even
traditional credit models may need to adjust their offerings
to remain competitive within digital wallets.

Security concerns are paramount, and the rapid adop-

tion of digital IDs and biometric authentication creates
new vulnerabilities. A single compromised wallet could
expose financial, medical, and personal identity data at
once. Financial institutions will need to balance enhanced
security measures with ease of use, ensuring consumers
trust these new systems. Additionally, as governments
and private companies take different approaches to digital
identity, interoperability will become critical—particularly
in cross-border transactions and regulatory compliance.

As digital wallets continue to expand, the question is no
longer whether they will replace physical wallets but
rather how deeply they will integrate into everyday life. Fi-
nancial services providers must prepare for a future where
digital wallets serve as both a financial tool and a primary
identity credential.
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THE 10-SECOND PAYCHECK

By 2029, the widespread adoption of instant payment systems like FedNow and RTP has
transformed payroll processing in the US, enabling 90% of salaries to land in workers’ accounts
within seconds of completing a shift. Gig economy platforms such as Uber and DoorDash leverage
this infrastructure to disburse earnings immediately after drivers or delivery personnel finish
tasks, eliminating the traditional 1-3 day payment delays. This shift is further enhanced by
programmable money frameworks, inspired by India’s e-rupee model, which give employees a
choice of embedding rules directly into digital currencies—for example, they can automatically
divert 30% of earnings to rent payments when their daily income exceeds $500. Digital wallets
like Apple’s Tap to Cash and Visa’s Flexible Credential enable workers to split funds instantly
across savings, debit, or BNPL accounts, while Al-driven compliance systems (similar to J.P.
Morgan’s biometric authentication) screen transactions in real time to prevent fraud.

Legacy banks face existential threats as fintechs offering “smart accounts” with automated
budgeting tools capture market share, while payday lenders collapse under reduced demand

for cash advances. The IRS capitalizes on blockchain-based transparency to increase audits by

40%, scrutinizing previously opaque gig economy income streams. Though financial stress drops
35% due to instant liquidity access, critics highlight algorithmic biases in programmable rules—
lower-income users face disproportionate compliance flags, sparking debates about fairness in
automated financial systems. Policymakers respond by proposing universal basic income pilots built
on FedNow’s infrastructure, testing how real-time disbursements could reshape social safety nets.
Meanwhile, the EU’s Instant Payments Regulation pressures global banks to adopt similar systems,
creating a ripple effect that accelerates real-time payroll adoption in markets like Brazil and Canada.
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12TH YEAR ON THE LIST

ALTERNATIVE
CREDIT SCORING

WHAT IT IS

Al-driven alternative credit
scoring models analyze
nontraditional data to assess
creditworthiness, improving
financial inclusion. While these
models enhance accuracy and
fairness, there are still concerns

about bias, privacy, and regulatory

compliance. Standardization and
transparency will be critical.

HOW IT WORKS

Traditional credit scoring relies on a limited set of finan-
cial data—mainly credit history, outstanding debt, and
repayment behavior. Alternative credit scoring expands
this approach, leveraging Al and machine learning to take
diverse data sources into account, including rent and utility
payments, bank transactions, employment history, social
media activity, and online behavior.

Machine learning algorithms identify patterns in this data
to predict a borrower’s credit risk more precisely. Com-
panies like Tala and Upstart analyze smartphone usage,
transaction history, and employment records to score
applicants who lack conventional credit histories. Hybrid
models, such as those used by Zest Al and Kabbage,
merge traditional scores with real-time financial data to
improve accuracy. VantageScore's latest model integrates
open banking data, offering a 10% predictive boost over
previous versions.

These systems, while powerful, introduce complexity.

Al models consider thousands of variables, making their
decision-making processes difficult to interpret. Regu-
lators and industry leaders must balance innovation with
accountability, to ensure fair and transparent lending
practices.

FINANCIAL SERVICES & INSURANCE

WHY IT MATTERS

Alternative credit scoring has the potential to expand
financial access for millions who are underserved by tra-
ditional credit models. People without established credit
histories—gig workers, recent immigrants, and younger
consumers—can demonstrate creditworthiness through
alternative data, potentially reducing systemic inequalities
in lending.

However, the shift to Al-driven risk assessments raises
serious concerns. Data privacy is a major issue, as these
models require access to sensitive personal information.
The use of nontraditional data also introduces new risks of
bias—some behavioral indicators could disproportionately
disadvantage specific demographics. Regulatory oversight
remains fragmented, with existing consumer protection
laws struggling to keep pace with Al-powered lending deci-
sions. Transparency is another challenge. Consumers may
not understand what factors influence their credit scores,
making it difficult to dispute inaccuracies. Without indus-
try-wide standardization, different lenders could arrive at
vastly different credit decisions for the same applicant.

Financial institutions adopting alternative credit scoring
must navigate regulatory complexities, integrate new data
sources, and ensure their models are fair and explainable.
While Al offers unprecedented insights into creditworthi-
ness, responsible implementation will determine whether
these innovations truly improve financial equity or rein-
force existing barriers.
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5TH YEAR ON THE LIST

RISING CYBER RISK

WHATIT IS

Financial institutions face

an unprecedented surge in
cyberthreats, with attacks
increasing by 75% in Q3 2024
compared to 2023. This trend
is reshaping the industry’s
approach to cybersecurity,
driving innovation in risk
management and insurance
strategies.

HOW IT WORKS

Increasing cyber risk has far-reaching implications for
financial institutions. It's expensive, with the global aver-
age cost of a data breach reaching $4.88 million in 2024.
According to the International Monetary Fund, the poten-
tial impact of extreme losses has risen as well, with an
estimate that a cyber incident is expected to result in a
S2.5 billion loss once every 10 years.

These cyber incidents can manifest through various chan-
nels and attack vectors. Ransomware remains a dominant
threat, with sophisticated groups like BlackCat (ALPHV)
causing significant disruptions, such as the February 2024
attack on Change Healthcare. Payment diversion fraud has
emerged as a potent threat, affecting 58% of organiza-
tions in 2024, up from 34% the previous year. Cybercrimi-
nals are leveraging Al to create more sophisticated phish-
ing attacks and automate hacking processes, adding a new
dimension to the threat landscape.

The interconnectedness of digital systems has also intro-
duced systemic vulnerabilities, such as the widespread
disruptions caused by the CrowdStrike-Microsoft outage
in July 2024. Despite these incidents, the cyber insurance
landscape is evolving, with premium rates decreasing by
17% in 2023, though insurers are adjusting strategies and
adding restrictions. Regulatory focus has intensified, with
the US government working to quantify cyberattack im-
pacts on critical infrastructure, including financial markets,
potentially leading to new compliance requirements.

FINANCIAL SERVICES & INSURANCE

WHY IT MATTERS

Operational resilience has become paramount, as cyber
incidents can lead to significant disruptions, necessitating
robust risk management strategies and incident response
plans. Increased regulatory scrutiny may result in new
compliance requirements, potentially including federal
insurance responses, impacting operational costs and risk
management practices. The evolving cyber insurance mar-
ket requires financial institutions to reassess their coverage
and risk transfer strategies, potentially leading to increased
self-insurance or alternative risk management approaches.

To combat sophisticated threats, companies will need to in-
vest in advanced technologies like Al and machine learning
for enhanced cybersecurity. Recent incidents have high-
lighted the need for robust vendor risk management and
supply chain security, expanding the scope of cybersecurity
efforts beyond internal systems. The cybersecurity talent
shortage remains a critical challenge, with 26% of business
leaders admitting to insufficient resources for managing
cyber threats. Moreover, cyber incidents can significantly
damage a financial institution’s reputation, potentially lead-
ing to loss of customer trust and business opportunities.

As the digital financial ecosystem continues to expand,
financial institutions must proactively adapt, balancing
innovation with security, and developing agile risk man-
agement strategies to protect their assets, customers, and
reputation.
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3RD YEAR ON THE LIST

DATA
MINIMIZATION

WHAT IT IS

States are increasingly stepping
up to implement stringent data
minimization standards. However,
their efforts face significant
resistance from powerful
lobbying groups, making the
passage of effective legislation

a complex and contentious
process.

HOW IT WORKS

Data minimization refers to the practice of limiting the
collection and processing of personal data to only what

is necessary for specific, clearly defined purposes. This
concept is increasingly a cornerstone of state-level privacy
regulations in the US as federal legislation lags in provid-
ing comprehensive data protection.

In a significant move, the California Privacy Protection
Agency issued its first enforcement advisory, emphasizing
the importance of data minimization under the California
Consumer Privacy Act. Vermont’s new data privacy law,
passed in May 2024, is another example of a state-level
initiative aimed at enforcing data minimization. It's notable
for allowing individuals to sue companies for violating their
privacy rights, a provision that sets a new standard in pri-
vacy protection and adds a significant enforcement mech-
anism to data minimization efforts. In Maine, lawmakers
rejected two competing data privacy bills; both were the
subject of intense tech industry lobbying, and underscore
the challenges that state lawmakers face when trying to
implement robust data protection measures.

At the federal level, the Federal Trade Commission is ex-
ploring new regulations to address the growing concerns
around commercial surveillance and data security. This
initiative aims to curb businesses’ excessive collection and
use of personal data, reflecting a broader shift toward rec-
ognizing the risks associated with data hoarding practices.

FINANCIAL SERVICES & INSURANCE

WHY IT MATTERS

The increasing focus on data minimization reflects a grow-
ing recognition of the risks associated with excessive data
collection. As businesses gather vast amounts of personal
information, the potential for misuse, data breaches, and
privacy violations escalates. State-level actions on data
minimization are critical because they set precedents that
could influence broader national standards. With federal
legislation still lacking, states are becoming the testing
grounds for data protection strategies that could eventual-
ly shape nationwide policies.

The resistance from powerful lobbying groups indicates
the high stakes. The outcomes of these legislative battles
will determine the future of data privacy in the US and the
balance of power between public interests and corporate
influence. As more states push forward with their own data
minimization laws, we could see a patchwork of regulations
that vary significantly across the country, creating chal-
lenges for businesses operating in multiple jurisdictions.

In the long run, the trend toward data minimization could
lead to a paradigm shift in how personal data is handled,
moving away from the current model of data hoarding to
one that prioritizes privacy and security. This shift could
drive innovation in data processing technologies, encour-
age the development of new business models that do not
rely on extensive data collection, and ultimately lead to a
more privacy-conscious digital landscape.
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1ST YEAR ON THE LIST

Al LIABILITY

WHAT IT IS

The increasing use of Al in
decision-making processes

is generating liability risks for
businesses, particularly in sectors
like health care and finance,
creating new legal, financial, and
reputational risks.

HOW IT WORKS

As Al systems take on more decision-making roles, the
potential for liability grows. Al liability refers to the legal
responsibility that companies might face when their Al sys-
tems cause harm or make decisions that are later deemed
biased or incorrect. This issue is particularly acute in sec-
tors where decisions have significant impacts on people’s
lives, such as health care and finance.

In one example, Al is being used by Medicare Advantage
insurers to decide when to cut off care. These decisions,
often made by algorithms like those created by NaviHealth,
can result in premature denial of necessary care, impacting
seniors who rely on these benefits. The algorithms can pri-
oritize cost-efficiency over patient care, leading to appeals
and disputes when care is denied without fully considering
individual patient needs. In the financial sector, banks and
insurers use Al for everything from underwriting to fraud
detection. However, the risks associated with Al errors are
significant. For instance, an Al model that makes a wrong
trading decision or an underwriting algorithm that discrimi-
nates against certain demographics could lead to substan-
tial financial losses and legal challenges. In a recent case,
a federal judge allowed a lawsuit against Workday’s Al
screening software, which allegedly discriminated against
job applicants based on race, age, and disability, to pro-
ceed. This highlights the growing scrutiny of Al tools in
hiring and the potential for legal challenges when Al-driven
decisions are perceived as biased.

FINANCIAL SERVICES & INSURANCE

WHY IT MATTERS

The complexity of Al systems makes error identification
and rectification challenging, increasing liability. As Al
becomes integral to business operations, comprehensive
governance frameworks and accountability mechanisms
are crucial. However, a survey found only 16% of health
care organizations have system-wide Al governance
policies, highlighting the gap between adoption and risk
management.

Similarly, as Al integrates deeper into financial operations,
regulatory scrutiny intensifies. Financial institutions must
ensure Al systems comply with evolving standards, requir-
ing investments in compliance, auditing, and robust gov-
ernance frameworks. Many firms are unprepared, risking
regulatory penalties and erosion of customer trust if Al
decisions are perceived as unfair.

Despite risks, Al's prevalence in financial services presents
a market opportunity: Al liability insurance. As companies
recognize potential Al-related errors and financial fall-
out, demand for specialized insurance could surge, and
insurers developing tailored Al risk policies could capture
a lucrative market segment. This opportunity extends to
innovative products addressing unique Al challenges, such
as automated decision-making errors or Al misuse in criti-
cal financial processes.
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The use of artificial
intelligence by the
insurance industry

could make some people
'uninsurable’... We want
safe and responsible use

of Al to drive beneficial
innovation, but also an open
conversation about the

risks and trade-offs.

Nikhil Rathi, Chief Executive of the UK’s Financial Conduct Authority




1ST YEAR ON THE LIST

Al IN
UNDERWRITING

WHAT IT IS

Al is revolutionizing underwriting
through augmented and
algorithmic approaches,
blending human expertise with
automated decision-making.
While it enhances efficiency, the
technology’s infancy introduces
challenges, requiring careful
adoption and regulation.

HOW IT WORKS

In underwriting, Al is generally used in one of two ways:
augmented underwriting, where Al processes the data

but human underwriters apply their judgment to complex
cases, or algorithmic underwriting, where Al analyzes data,
assesses risks, and issues policy decisions.

State Farm has led the industry in Al-related patent filings.
One is for a system that utilizes real-time vehicle data—
driving behavior, vehicle conditions, and location-based
risks—to generate dynamic insurance quotes. Another
patent uses generative adversarial networks to fill gaps in
3D data, which could significantly improve the accuracy of
damage assessments and claims processing.

As highlighted by the New York Department of Financial
Services’ Al Circular Letter, regulators are increasingly
focused on ensuring Al underwriting models are transpar-
ent, nondiscriminatory, and actuarially sound. As of the end
of 2024, the NAIC bulletin on Al use for insurers had been
adopted by 21 states. (See map on next page.)

This shift toward Al-driven underwriting is not without its
challenges. Underwriting has traditionally relied on deep,
experiential knowledge, especially in specialized lines of
insurance where subtle risk factors play a crucial role. In
their current form, Al systems may not yet fully capture
these complexities, potentially overlooking nuances expe-
rienced underwriters would consider.

FINANCIAL SERVICES & INSURANCE @

WHY IT MATTERS

Al-driven processes can drastically reduce the time need-
ed to assess risks and issue policies, improving customer
satisfaction and enabling insurers to handle higher vol-
umes of applications more efficiently. However, this also
introduces heightened regulatory scrutiny. Compliance
with evolving standards, such as those outlined by the
NYDFS, will require insurers to invest in governance frame-
works that ensure Al models are transparent, fair, and free
from bias. Failure to meet these standards could lead to
legal challenges, fines, and reputational damage.

The shift to Al-driven underwriting will also impact work-
force dynamics. Traditional underwriting roles may evolve,
requiring underwriters to develop new skills to work
effectively with Al tools. Companies may need to invest in
training programs to bridge the gap between traditional
and data-centric skills. As more routine tasks are automat-
ed, the demand for entry-level underwriting positions may
decline while the need for data scientists and Al specialists
within insurance companies increases.

Competitive advantage in the insurance industry will
increasingly depend on the successful integration of Al.
Companies that can harness Al to offer more personalized,
efficient services will gain an edge in a market that values
speed and accuracy. However, this advantage comes with
managing the risks associated with Al, including ensuring
compliance with regulations and addressing potential bias-
es within Al models.
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Implementation of NAIC Model Bulletin: Use of Artificial Intelligence Systems by Insurers

Status as of February 1, 2025
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1ST YEAR ON THE LIST

PARAMETRIC
INSURANCE

WHAT IT IS

Parametric insurance, with

its automatic payouts based

on preestablished triggers, is
positioned to transform risk
management as advancements
in sensor technology and climate
volatility heighten the need for
rapid, data-driven solutions.

HOW IT WORKS

Unlike traditional indemnity-based insurance that assesses
actual damage post-event, parametric insurance relies on
predefined triggers, such as specific weather conditions
or seismic activities, to automatically activate payouts. For
example, a parametric policy covering hurricane damage
might stipulate that if a hurricane of Category 4 or higher
passes within a 50-mile radius of the insured location, the
company will issue a payout. The critical aspect here is
the reliance on external, third-party data sources—such

as meteorological agencies or Internet of Things-based
sensors—that confirm the occurrence and intensity of the
triggering event.

The technology behind parametric insurance has evolved
significantly. Companies like Safehub are at the forefront,
utilizing sophisticated sensors capable of capturing build-
ing-specific data such as Peak Ground Acceleration during
an earthquake. These sensors provide granular data that
goes beyond general regional measurements; this ensures
that the response is tailored to the specific impact on the
insured property, reducing the potential for disputes.

Increasingly, parametric insurance models are incorporat-
ing machine learning and predictive analytics—as well as

historical data—to refine the accuracy of trigger definitions.

This is particularly crucial as climate change continues to
alter traditional risk models, making historical data less
reliable for predicting future events.
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WHY IT MATTERS

The growing unpredictability of natural disasters, driv-

en by climate change, is rendering traditional insurance
models less effective. These models are often slow, which
can delay critical financial support. Parametric insurance
addresses these shortcomings by offering near-instant
payouts based on clear, predefined criteria, providing
essential liquidity in the immediate aftermath of a disaster.
Its ability to provide quick financial relief is especially vital
for vulnerable sectors like agriculture: In one example, a
farmer in the Philippines with a parametric policy was able
to receive a payout immediately after a flooding event,
enabling him to replant crops without delay. This outcome
would have been impossible under a traditional policy.

As sensor technology continues to advance, the precision
and reliability of parametric triggers will improve. The use
of site-specific data from sensors like those deployed by
Safehub not only enhances the accuracy of risk assess-
ments but also opens up new possibilities for customizing
insurance products to meet the unique needs of individual
properties or businesses.

But widespread adoption of parametric insurance still
faces challenges, primarily due to a lack of understanding
among potential customers about how these products
work. Insurers must invest in education and transparen-
cy—as well as ensure the robustness and reliability of the
technologies underpinning parametric insurance to main-
tain trust and efficacy.
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CLIMATE IMPACT
ON INSURERS

WHAT IT IS

Climate-related disasters

are forcing insurers to adopt
advanced predictive models and
rethink risk management. Rising
premiums and market exits are
increasing as insurers grapple
with unpredictable weather
patterns and rising claims from
natural disasters.

HOW IT WORKS

Severe weather is accelerating an insurance crisis. In 2024,
natural catastrophes (nat cats) accounted for an estimated
$320 billion in losses worldwide, but only slightly more than
half of that was insured. Historically, hurricanes and earth-
quakes make up for a majority of those losses, but wildfires
are giving other nat cats a run for their money. Experts cur-
rently estimate that losses resulting from the January Los
Angeles wildfires alone will exceed $250 billion. For years,
insurers have been raising premiums or exiting altogether;
several insurers had halted new home insurance policies in
California even before the recent wildfire blitz. The trend
extends beyond California; insurers are also withdrawing
from Colorado, Florida, and Louisiana. As private insurers

retreat, state-backed “last-resort” plans are under pressure.

The California FAIR Plan now carries $458 billion in proper-
ty exposure—an increase of 61% from the previous year.

To counter these risks, insurers have adopted Al-driven
climate modeling. Munich Re and Swiss Re are integrating
real-time wildfire prediction models, using satellite imag-
ery, drought indices, and wind pattern analysis to forecast
wildfire spread. Allstate has expanded its machine-learn-
ing risk assessment system to better predict property
damage from simultaneous climate events, such as wind-
storms combined with wildfires. Regulatory changes are
also underway—California’s insurance commissioner is
considering allowing insurers to factor long-term climate
projections into their pricing models.
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WHY IT MATTERS

Climate-driven loss frequency and severity will contin-

ue to increase over the next decade or two, both in the
“usual suspect” regions and in less expected geographic
areas, such as regions of the Northeast due to flooding
and wind damage. In particular, flooding outside tradition-
al floodplains is expected to increase property losses by
40%-50% over the next 20 years. These losses are driv-
en by some non-climate specific factors as well—nhamely
demographic growth in key geographic regions, and the
impact of inflation on construction costs—but the losses
that do occur stem from climate-specific events, which will
continue to intensify.

The approach for property and casualty insurers has been
to withdraw from high-risk markets. However, insurers will
need to develop more sophisticated solutions to address
the challenge in order to maintain their market penetra-
tion. Health insurers will also feel the effects. Research
shows that extreme weather events, like heat waves and
wildfires, are leading to a rise in hospitalizations. As these
weather events become more common, health insurers will
need to reassess their risk models, premiums, and cover-
age options.

The increase in climate-related events and losses over the
last several years sets the stage for the new normal. Insur-
ers in all sectors have survived up to now, but to succeed in
the future, they’ll need to find new ways to thrive.
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FRAUD MITIGATION

WHAT IT IS

Fraud mitigation in insurance

is evolving rapidly, with Al and
machine learning at the forefront.
New solutions leverage advanced
analytics, behavioral data, and
real-time processing to detect
complex fraud patterns, reduce
false positives, and enhance
operational efficiency for
insurers.

HOW IT WORKS

Insurers are increasingly adopting Al-powered fraud de-
tection technologies to improve accuracy, reduce losses,
and enhance customer experiences. RSA Insurance’s
partnership with Clearspeed exemplifies this trend: Clear-
speed’s technology uses Al-powered voice analytics to
assess claim legitimacy and rapidly flag high-risk cases,
allowing RSA to focus investigative efforts where needed
while expediting low-risk claims.

Other industry leaders are also investing in Al-driven fraud
detection. SAS Institute introduced an Al-powered solution
that uses machine learning to reduce false positives, while
FICO upgraded its fraud detection platform with advanced
Al analytics to uncover complex fraud patterns. In Brazil,
Solutis partnered with FICO to offer Al-powered risk as-
sessment tools for midsize banks and insurers, improving
fraud prevention and customer personalization.

New Al solutions also integrate behavioral data analytics.
ForMotiv and FRISS joined forces to analyze thousands of
digital behavioral data points during the application pro-
cess, so insurers can detect inconsistencies and potential
fraud in real time. Meanwhile, the Insurance Fraud Bureau
(IFB) and Shift Technology launched IFB Exploration in
the UK, leveraging Al analytics to detect organized fraud
networks across insurers.
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WHY IT MATTERS

Fraud costs the insurance industry billions annually, with
opportunistic fraud and organized crime networks creat-
ing significant financial strain. Al-driven fraud detection

is crucial for reducing these losses, increasing efficiency,
and maintaining consumer trust. By leveraging Al, insurers
can automate fraud detection processes to reduce human
error and accelerate decision-making.

Beyond cost savings, Al-powered fraud detection also im-
proves customer experiences. Faster claims processing for
low-risk cases ensures that legitimate customers receive
payouts more quickly, while fraudsters are identified with
greater precision. The competitive landscape is evolving
as insurers integrate Al into risk assessment strategies.
Companies that fail to adopt Al-based fraud detection

risk falling behind under higher losses and operational
inefficiencies. Meanwhile, regulatory bodies and industry
organizations are monitoring Al’s role in fraud prevention,
ensuring ethical considerations and bias mitigation remain
priorities.

As Al fraud detection systems grow more sophisticated,
the industry must balance automation with transparency.
Understanding how Al models make decisions will be cru-
cial for regulatory compliance and customer trust. Looking
ahead, expect insurers to refine fraud detection models
with even more granular data inputs that will lead to highly
personalized and adaptive fraud prevention strategies.
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CLAIM
ENHANCEMENTS

WHAT IT IS

Property and casualty (P&C])
insurers are leveraging artificial
intelligence to automate and
accelerate claims processing.
Al-powered underwriting, fraud
detection, and real-time damage
assessments are reducing costs
and improving the customer
experience.

HOW IT WORKS

Al-driven claims processing is transforming P&C insurance
by automating key functions in underwriting, fraud detec-

tion, and claims estimation. Insurers such as Travelers, Zu-
rich, CCC Intelligent Solutions, Clearcover, and Snapsheet
are deploying Al models trained on years of claims data to
enhance decision-making and improve efficiency.

At Travelers, the company has developed an Al large lan-
guage model, trained specifically on Travelers documents
and decisions, that ingests documents and analyzes law-
suit documents. Zurich is feeding six years of claims data
into generative Al models to identify risk patterns, refine
policy pricing, and reduce loss ratios.

Al is also reducing processing times by automating dam-
age assessment and fraud detection. CCC Intelligent Solu-
tions and Clearcover use Al-powered image recognition

to assess accident damage from user-submitted photos,
allowing insurers to provide near-instantaneous dam-

age estimates. This eliminates the need for adjusters to
manually inspect vehicles, cutting processing times from
weeks to hours. Snapsheet extends Al-driven automation
further by digitizing the full claims process, including
fraud detection. By integrating Al with cloud-based claims
management systems, Snapsheet’s tools can identify false
claims and process legitimate ones faster. These solutions,
powered by computer vision, natural language processing,
and predictive analytics, enable insurers to handle higher
claim volumes with fewer resources.
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WHY IT MATTERS

Al-driven claims processing requires significant invest-
ment in data infrastructure, machine learning models, and
cloud-based automation. Insurers must integrate Al with
legacy systems, train models on diverse claims data, and
ensure regulatory compliance. Despite these costs, the
long-term benefits are substantial. Al can reduce claims
processing expenses by up to 30%, improve fraud de-
tection accuracy, and accelerate settlements—leading to
higher customer satisfaction and lower operational costs.

For carriers, measurable improvements include faster
cycle times, reduced loss adjustment expenses, and en-
hanced underwriting precision. Al-powered claims automa-
tion enables insurers to process higher volumes without in-
creasing headcount, improving scalability and profitability.
Fraud detection algorithms help carriers mitigate billions
in losses, strengthening overall financial performance.

Challenges remain. Al models must be continuously re-
fined to prevent bias and maintain accuracy. Insurers must
also navigate evolving regulations on Al decision-making
in claims. Additionally, as claims processes become more
digitized, cybersecurity threats targeting sensitive policy-
holder data will rise. To maximize Al's potential, insurers
must invest not just in technology but also in governance,
transparency, and security frameworks.
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CASCADING LIABILITIES

In late 2028, a series of cyber incidents targeting logistics companies in Southeast Asia triggered a
prolonged global economic challenge, exposing vulnerabilities in interconnected digital supply chains.
Supply chain disruptions cascaded through industries, and business interruption and contingent
business interruption claims surged, with 45% of companies reporting financial impacts from supply
chain issues. The complexity of digital partnerships and blockchain-based smart contracts created
scenarios of cascading liabilities that tested conventional underwriting models. Insurers struggled

to adapt their policies to cover losses from unforeseen events, leading to increased litigation and
reputational risks. The crisis highlighted the need for insurers to reassess risk assessment models,
revise coverage terms, and develop new products to address emerging risks.

As the crisis unfolded, a clear divide emerged. Companies that had invested in advanced modeling
techniques to anticipate interconnectedness in the global digital ecosystem were able to mitigate
their losses. These insurers had developed sophisticated risk assessment tools that accounted

for digital dependencies, allowing them to adjust their underwriting practices. In contrast, insurers
who continued to rely on standard underwriting practices found themselves heavily impacted. Their
traditional models failed to capture the accumulating nature of risks in the interconnected digital
landscape, leaving them exposed to unexpected and substantial losses. | .” \ ..ru",, .I'.
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Now, in 2030, this disparity has reshaped the competitive landscape of the insurance industry. The crisis

served as a powerful catalyst for innovation, pushing the entire sector toward more dynamic risk modeling 1
and collaborative approaches to managing systemic vulnerabilities. The recent lessons learned have :
fundamentally transformed how insurance companies approach risk assessment and policy underwriting in J ‘

the digital age.
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